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SecSci (Security Science) Area

Objective and approach

» Teach security: tools
» Tools have a limited lifetime.
» Teach how to learn: science.
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SecSci (Security Science) Area
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Objective
Background

Objective and approach

Approach
Summary

» Teach security: tools
» Tools have a limited lifetime.
» Teach how to learn: science.

SecSci Science Problems

» Science whose subject does not like to be observed
» Science of complexity
» Complexity of science.



SecSci Concept: Secrecy

IND-CPA

IND-CCA
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SecSci Concept: Crypto system

Definition

Given the types

v

v

v

v

M of plaintexts
C of cyphertexts
K of keys

R of random seeds
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SecSci Concept: Crypto system
Definition
...acrypto-system is a triple of algorithms:
» key generation (Kg,Kp) : R — K x K,

» encryption E: Rx K x M — C, and
» decryptionD : K xC — M,

When confusion seems unlikely, we abbreviate

» K(r) to K and
> E(r, k, m) to E(k, m) and even E(m).
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SecSci diagrams

SecSci Concept: Crypto system

D. Pavlovic
Definition e
... that together provide Background
Approach
Summary

» unique decryption:

D(KD, E(KE, m)) = m

» secrecy (Shannon: unconditional, "perfect security"):

Pr(me«M | ¢~E(K, m)) = Pr(meM) (IT-COA)
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SecSci Concept: Crypto system
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Definition e
... that together provide Background
Approach
Summary

» unique decryption:
D(Kp,E(Ke,m)) = m
> Secrecy:
Pr(m«A(c) | c~E(K, m)) = Pr(m«A(0)) (COM-COA)

for every feasible probabilistic algorithm A : C — M, (i.e.
A:RXKXC— M)



SecSci Concept: Crypto system
Definition
... that together provide

» unique decryption:

D(KD, E(KE, m)) =

> Secrecy:

Pr(b«2| c<E(K, mp), mo, my = M) =

Pr(be2 | mo.m M) =

m
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SecSci diagrams

SecSci Concept: Crypto system

D. Pavlovic
Definition e
... that together provide Background
Approach
Summary

» unique decryption:
D(Kp,E(Ke,m)) = m
> secrecy:
Pr (b A(mo, m+, ¢) | ¢ —E(mp), Mo, my = M) <

Pr(b«—A(mo, m1,0) | Mo, My <—M) < 1

\V]

(COM-KPA)

for any feasible probabilistic A : M x M x C — {0, 1} (with
Ke and the seed implicit)
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SecSci Concept: Crypto system

D. Pavlovic
Definition e
... that together provide Background
Approach
Summary

» unique decryption:

D(KD,E(KE,m)) = m
» secrecy (Goldwasser-Micali: "semantic security")
Pr(beA(mo, my, ¢) | c<E(mp), mo, my er) < %
(IND-CPA)

for any probabilistic algorithm A = (Ag, A¢). ..
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SecSci Concept: Crypto system

D. Pavlovic
Definition e
... that together provide Background
Approach
Summary

» unique decryption:

D(KD, E(KE, m)) = m

» secrecy (under chosen cyphertext attack):

Co <—A0
m+D(c 1
Pr{b«<Ax(co, m, my, my, C) mo, My <—A1(CO( ’7073 < 2
c—E(mp)
(IND-CCA)

for any probabilistic algorithm A = (Ag, Ay, A2). ..
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SecSci Concept: Crypto system
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Definition —
.. that together provide Background
Approach
Summary

» unique decryption:
D(KD,E(KE,m)) = m

» secrecy (under adaptive chosen cyphertext attack):

Co Ao

m«D(co)

o, M1, C, Mo, My < Aq(Co, M)
) C<—E(mb)

¢ < Ax(cy, m, my, my, C),

m«D(c # ¢)

IA
N —

Pr b<—A3( g"

313

(IND-CCA2)

for any probabilistic algorithm A = (Ao, A1, Ao, As). ..



Abstraction: Hide irrelevant structure

"Close the black box"

Pablo Picasso
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SecSci diagrams

Abstraction: Play with structure
"Paint the black box"
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Roy Lichtenstein



SecSci diagrams

No abstraction: Drown in structure
"Open the black box"
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Gunther von Hagens



Outline

Background: Geometry of computation
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Computer Science in 4 concepts
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Lecture notes (C textbook)

http://www.asecolab.org/courses/ics-222/
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Concept 1: Induction

Counting generates numbers

A WO DD =

{®}

{®, @)

(X X
XXX
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Concept 1: IndUCtIOﬂ SecSci diagrams

D. Pavlovic
Objective
Counting begins from nothing Background

Approach
Summary

0 =

1 = {e}

2 = |,

3 = (9,9,

4 = (9,99,



Concept 1: Induction

Counting boils down to nothing

A WO DN = O

{}
{th
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{h
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COﬂCGp’[ 1: IndUCtIOﬂ SecSci diagrams

D. Pavlovic
Objective
Counting boils down to nothing Background

Approach
Summary

0 = ¢

1 = {0}

2 = {0,1}

3 = {0,1,2}

4 = {0,1,2,3}



COﬂCGpt 1: IndUCtIOﬂ SecSci diagrams

D. Pavlovic
Counting goes on on forever Oblective
Approach
Summary
0 = 1
T = {0
2 = {0,1}
3 = {0,1,2
4 = {0,1,2,3)

1+n = {0,1,2,3,...,n}



Concept 1: Induction

Finite specifications of infinite processes

A WO DNV = O

{}

{0}

{0, 1}
{0,1,2}
{0,1,2,3}

nu{n}
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Concept 1: Induction

Inductive definition

Natural numbers are generated by the schema

0eN NS N

n=gooo---00(0)eN

n times
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SecSci diagrams

Concept 1: Induction

D. Pavlovic

. Objective
The Induction Schema N

The induction schema is the derivation :PP'°a°h

ummary

B
beB B—- B
f
N— B

where B is an arbitrary type, b € B its element, 8 a given
function, and f is defined by the following equations

f(0)=b f(1 4 n) = B(f(n))



SecSci diagrams

Concept 1: Induction

D. Pavlovic

. Objective
The Induction Schema N

The induction schema is the derivation :PP'°a°h

ummary

B
beB B—- B
b,
N (b.A) B

where B is an arbitrary type, b € B its element, 8 a given
function, and f is defined by the following equations

(b,5)(0) = b (b,B) o o(n) =B o (b,B)(n)



COﬂCGp’[ 1: IndUCtIOﬂ SecSci diagrams
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Induction in pictures Objective
Background
Approach
(b.B)(0) = b (b.B)os(n) = po(b,B)(n) Summery
A = (b5) B
N = B
N
N s (bg)
N N




Concept 1: Induction

Induction in pictures

7N

(b.8)os(n) = Bo(b.p)(n)
B B
(b,8) B
N = B
S (b.5)
N N
“4 "R
N B
N loa
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SecSci diagrams

Concept 2: Coinduction

D. Pavlovic
. . Objective
The C_omdgctlon Sch_ema o Background
The coinduction schema is the derivation Fyereh
Q » A /\/_0) Q Summary
seQ axA % Q QxAX B
A+ Ix1s B

where A, B are arbitrary types, Q is the state space, sis an
initial state, y is a given machine. Then the behavior of the
process (s, ) is defined by

Wls (7:%) = x1(xg(s. 7). x) where

x5(a.0) = q
x5 (@ 7:x) = xo(x(a.7).x)



Concept 2: Coinduction

Proposition

Every machine y induces
the behavioral semantics

X1

QxAL QxB
o, ga
such that
W = eoflxly-a)
= H/\/]]Xg(q,a)
H)(]]q(a) = ‘91([[)(]]q’a)
= x1(q. )
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gAt B BAT B Summary
[x
Q
& = X
BAT
Q A Q A
BA"xB
NG
> ~N
~N
AT
B xA QxB



Concept 2: Coinduction

Proposition

Every machine y induces
the behavioral semantics

X1

QxAS QxB

q W, gar

such that

1, (}7::a)

#o( [¥l4-2) (¥)
[[/\/ﬂ)(o(q,a) (}7)
#1(Ilq-8)

= xi(q.a)

llq (a)

AT B BAT B
Ix
Q
& p— X
BAT
Q A Q A
BA* xB
PN
N ~N
~N
BAT x A QxB

[Lv]]:;\\\ %

QxA
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SecSci diagrams

Concept 3: Computer

D. Pavlovic
. Objective
Monoidal computer Background
Approach
Summary
| C
g =
A B




SecSci diagrams

Concept 4: Completeness and complexity
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Objective

Fundamental Theorem of Computation

Background

Approach
For every computation g : Px A — B there is a program QuTTER
Py € P such that

9(Po%) = {Pa}(¥)

| |
9 = =}

BN

A A
The program Py is Kleene’s fixed point of g.




Concept 4: Completeness and complexity

Proof
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Outline

Approach: Geometry of security
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IT-COA (Shannon)

m
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COM-COA

%

mo
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IND-COA
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IND-KPA
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IND-CPA (Godwasser-Micali)

b
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IND-CCA
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IND-CCA2 (Luby-Rackoff)
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Outline

Objective: Teaching security

Background: Geometry of computation

Approach: Geometry of security
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Lecture notes (C textbook)

http://www.asecolab.org/courses/ics-222/
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SecSci diagrams

Shannon’s attacker: computationally unbounded
(omnipotent computer)

D. Pavlovic

Cata

(plantext)
M

If a source contains some information,
then the attack will extract that iFnformation.



SecSci diagrams

Shannon’s attacker: computationally unbounded

. D. Pavlovic
(omnipotent computer)

AdvS" = f Pr(mM|c=E(m)) - Pr(m<M)
m-M



Diffie-Hellman’s attacker: computationally bounded
(real computer)

Ercrypted data
(cyphertast}
C

Data
[plaintaxty
M

If attacker's computers have limited powers,
then information can be hard to extract.
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SecSci diagrams

Diffie-Hellman’s attacker: computationally bounded

D. Pavlovic
(real computer)

AdvEr(A) =
Pr(m<A(c) | ¢ =E(m)) - Pr(m<A(0))



SecSci diagrams

Diffie-Hellman’s attacker: computationally bounded

D. Pavlovic
(real computer)

AdvEr(A) =
Pr(m<A(c) | ¢ =E(m)) - Pr(m<A(0))

Advg? = \/ Advg"(A)
AcPPT



SecSci diagrams

Diffie-Hellman’s attacker: computationally bounded
(real computer)

D. Pavlovic

Idea

Adng ~ 0 iff E is a one-way function, i.e. for almost all m
holds

k. D(m,E(m)) < o(e(m)¥)
k. D(E(m).m) > o(¢(m)¥)
where for ensembles a, b we define

D(a,b) = /\ time(p, a)
{p}(a)=b



SecSci diagrams

Adaptive attacker: computationally bounded

D. Pavlovic
(real computer)

AdV_ISND_CCAZ (A) —

Prib<As(°*m, °c,o, ¢, my, mg, m*, c®)

Cr? Es(k, mb), b+ Ug, <m1, mo, 0'1><—A1 (m', c*, 0'0) y

‘m= DS (F, .0)9 <.C¢C?9 0-2>(_A2(C7’ m1 s mO, g1, m., C.) ]
m* = Dg(k, ¢*),(c", o0) < Ag

- Pr (b<— UQ]



SecSci diagrams

Kerckhoffs’ attacker: logically unbounded

. D. Pavlovic
(real computer, omnipotent programmer)

... but if there is a feasible attack algorithm,

then attacker’s omnipotent programmers will find it.
m] =l = =




SecSci diagrams

Kerckhoffs’ attacker: logically unbounded

. D. Pavlovic
(real computer, omnipotent programmer)

AdVéND_CCAZ

Pr{b<Az(‘m, *c,02, ¢, my, my, m®, c*)
Ac PPT
*m = Ds (K, *C).(*Csc,» 02} < Az(Cr, My, Mo, a1, m*, ¢*) ]

Cr Es(k’ mb), b« U, (my, mg, 0'1_)<—A1 (m°’ c*, 0’0) s
m* = Dg(k, c*),(c*, 00) Ao

- Pr {b<— Uz)



ASECO attacker: logically bounded

(real computer, real programmer)

(plainast)
M

merwpted ot
(Gyphertast)
(6

If attacker’s programmers have limited powers,

then attack algorithms may be hard to find.
[m] = = =

SecSci diagrams
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ASECO attacker: |Og|Ca"y bounded SecSci diagrams

D. Pavlovic
(real computer, real programmer)

AdVéND_ASECO(A) —

\/ Pr(be{ag}(‘m, *c, ¢;, my, My, m*, c*)
a—A(s)

'm= {ds} (k. *c) ,'c<—{a2}(c?,m1,m0,m’,c’)
cr < {es)(k, mp), b Uy, (my, m) —{ar }(m®, c*),
m* = {ds}(k. c*), ¢* ~{ao}

- Pr {b<— UQ]



SecSci diagrams

Adaptive security game

D. Pavlovi
(both attacker and defender have real computers and real programmers) aviove

AdVIND_ASECO(A,S) —
A\ Prbefas)em e ‘
sesla) 2o

= {ds} (k. *c).*c{az} (c;.m, mo, m*, c*)
07<—{es}(k, Mp), b Uy, (my, mo) {ay|(m*, c*),
m* = {ds}(k.c*).c" ~{ao}

- Pr {b<— Uz}



SecSci diagrams

Adaptive security game .
(both attacker and defender have real computers and real programmers) . Paviovie

ldea
AdvINP-ASECO (4 ) ~ 0 iff for a« A(s) and s« S(a) holds
with overwhelming probability

k. D(a.s) < O((a)¥)

Vk.D(s.a) > O(t(s)¥)

where



Adaptive security game
(both attacker and defender have real computers and real programmers)

ldea
AdvINP-ASECO (4 ) ~ 0 iff for a« A(s) and s« S(a) holds
with overwhelming probability

k. D(a.s) < O((a)¥)

Vk.D(s.a) > O(t(s)¥)

where

D(a,b) = /\ time(p, a)
{pi(a)=b

...with a couple of tweaks.
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SecSci diagrams

Summary: Beyond omnipotence

D. Pavlovic

\ power || unbounded |  bounded |
rationality Cournot Simon
computational | Shannon | Diffie-Hellman

logical | Kerckhoffs ASECO
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